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This Technical Note manuscript makes several interesting investigations into the security of containers
for neuroimaging processing, and the topic is suitable for Gigascience. The authors analyze a number of
common, publicly available containerized images from widely used processing pipelines. The analysis of
security vulnerabilities is extensive and results in a number of concrete pieces of advice and best
practices for software developers in the neuroimaging space. There are also implications for other fields
which commonly use containerized pipelines.

| have several suggestions for improvements of this manuscript, which | hope will improve the impact to
the community.

While it is addressed at various points in the manuscript, the key issue within the neuroimaging
community with regards to updating images and packages is the fundamental tension between
reproducibility (by pinning the exact package versions and OS used) and security through using updated
packages. The point needs to be made more clearly that security vulnerabilities need to be taken more
seriously while providing more insight into the issues that can arise when updating packages. Some
possible suggestions to address this:

1. Intheintroduction, you list several key questions. | think an additional question, or perhaps a
modification to question two, is how much security vulnerabilities can be reduced without introducing
errors or inconsistencies in processing data?

2. Inthe results, can you expand on the potential impact of the security vulnerabilities found? You
highlight a few serious vulnerabilities, but have one sentence on the potential issues. Are there
additional ramifications which would motivate the neuroimaging software developer to update?
Perhaps jeopardizing data or user credentials to access online systems? This may allow you to be more
specific in the last two paragraphs of the discussion as well in terms of actual security vulnerabilities
found in these containers.

3. Intheresults, in the "Effect of image update"” you mention "in spite of the associated
reproducibility challenges"- did you run into any issues in these updates you can specifically report? This
may provide insight into the process of upgrading neuroimaging containers.

4. Inthe results, in the "Effect of minification" you mention "It is a tedious operation, as it requires
running an actual data analysis in the container image". | think this is also worth expanding on. Were
there test examples, unit tests, or integration tests from BIDS or Boutiques used for this? Did the
minification tools create any errors in these images? Was there any insight in which kinds of packages
were removed? Were there commonalities in the packages which had security issues which could not be
removed from minification?

Addressing these points would help the neuroscientist and neuroimaging software developer



understand the risks associated with outdated containers as well as the path to upgrade.

Some additional minor comments and questions

1. Were there significant differences between the kinds of errors found in docker and singularity
images, or the potential severity of those errors given the improved user privilege control of singularity?
2. Does the docker engine or singularity engine version matter? Does the use of an orchestration
system like docker compose matter? | am not sure but | am curious.

Even more minor comments:

1. Bigger text on Figure 1 would be helpful.
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